
DESCRIPTION 

Prevent and stop bots traffic, Web Scraping, Tor traffic, Spam Submissions, Web Fraud, Business logic 

and Denial of service (DDoS). 

 

This plugin inserts in your website the CloudFilt codes for the security tracking available on 

https://app.cloudfilt.com/. 

 

OVERVIEW 

As a PrestaShop merchant, you've invested considerable time and money building your online store. 

CloudFilt eases your store management from bad bots traffic and lets you saving network resources 

for your real customers. 

 

With the CloudFilt extension for PrestaShop, you can connect your PrestaShop application to your 

CloudFilt account to protect it and track potentially dangerous users who have visited your website. 

The CloudFilt Codes integration inserts in your website the CloudFilt codes for the security tracking 

available on Cloudfit. It automatically prevents and stops : 

● Bots traffic,  

● Web Scraping,  

● Tor traffic,  

● Spam Submissions,  

● Web Fraud,  

● Business logic and  

● Denial of service (DDoS). 

 

For example, tor traffic, which is mainly used by hackers, will be automatically blocked by default. All 

features can be customized, enabled, or disabled in your CloudFilt dashboard. You can create 

exception rules with whitelisting IPs and/or hosts if necessary. 

 

FEATURES 

Authentification Form 

● Using your public and private keys to connect your PrestaShop website to your CloudFilt 

account and enable CloudFilt features. 

● Check if your website is still connected to your CloudFilt account. 

  



Enabled Features 

● Injects JS into pages to track and detect potentially dangerous users. 

● By default, prevents and stops: 

○ Bots traffic,  

○ Web Scraping,  

○ Tor traffic,  

○ Spam Submissions,  

○ Web Fraud,  

○ Business logic and  

○ Denial of service (DDoS). 

 

● Depending on your CloudFilt dashboard settings: 

○ Doesn't track the IPs and/or hosts defined in the white list. 

○ Tracks the specific IPs and/or hosts you have defined. 

 

Installation 

1. Download CloudFilt Plugin for PrestaShop : 

https://app.cloudfilt.com/plugins/prestashop_cloudfilt.zip 

2. Login to your CloudFilt account and go to https://app.cloudfilt.com/websites. 

3. Select the website and go to Settings > Integration & Plugins. 

4. In the “PrestaShop” tab, retrieve the public key and the private key. 

 

 

 



5. Log in to the administration page of your PrestaShop, go to Modules > Modules Catalog and 

click on “Upload a module” to upload the downloaded zip. 

6. Once the plugin is installed, go to Modules > Module manager, select the “CloudFilt” plugin 

and configure it. 

 

 

 

7. In the form, paste the keys you retrieved from your CloudFilt account. 

 

 

 

8. Once it is done, you can go back to https://app.cloudfilt.com and access your website’s 

security statistics. Bots can’t access your website anymore and users are tracked. 

 



 


